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Mudopmaums o6 asTopax

M.E. Bouyaposa — sbinyckhuua 6akanaspuata dbakynsteta
npasa HAY BLLUD

B.H. MoHaxos — npodeccop aenaprameHTa npasa Lud-
POBbIX TEXHONOTMI 1 Buonpasa dakynsteta npasa HAY
«BbicLias WKoNa S3KOHOMMKM», ACCOLIMMPOBAHHBIM YNeH
Kagpenps FOHECKO HY BLL3, kaHanaaT topuanyeckmx
HAYK, AOLEHT

AHHoTauus. B coBpeMeHHYto 3Moxy CEHTEHLst O TOM, YTO
MWMPOM NPABKT MHPOPMALMS, MOY4AET HOBOE, HA STOT Pa3
«unPpponnaTPOPMEHHOEY, MOATBEPXKAEHNE CBOEN UCTUH-
Hoctu. C nosienenuem B 1990-x rogax rnobanbHbix MHTEP-
HeT-nnatpopm kateropumn «csobopa cnoea», «ceoboaa
MaccoBoit MHbopmaLmmn» U «cBo6OAA COMOBLIPAXEHUS»,
NoCTeNeHHO MeHsis TexHonor4eckmne bopmaTsl CBOEro BO-
MNOLLEHMS 1 PEANU3ALMU, COXPAHSIIOT HEU3MEHHBIMK CBOIO
LAEMOKPATHUYECKYIO CYLUHOCTb M POJSib B MPOLECCAX JMYHOCT-
HOro, OBLLECTBEHHOTO U FOCYAAPCTBEHHOTO PA3BUTHS.

Mo Mepe BcTynneHus YenoBeyecTsa B O4epefHOM
MHPOPMALMOHHBIN LK1, OXBATHIBAIOLLMIA OPUEHTUPOBOYHO
nepesie gecatunetus XXI 8., nocrenenHo popmupyercs,
HABUPAET UHCTUTYLMOHANbHBIMA U PErYASTUBHBIA NOTEHLMA
MCTOPUYECKM CAMAS KMONOAAN» MHDOPMALMOHHO-KOMMY -
HUKALMOHHAs cBoboaa — ceoboaa ceteBoit (oHNaiHOBO)
nHpopmaumnm u KommyHukaupu. Kak 1 ee npepliectseH-
HukK (cBoboaa cnoBa, NeyaTi, papmo- 1 TeneseLLaHms),
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oHa TpebyeT onpeaeneHHoOro 06HOBNEHUS MEXAHM3MOB
COLMAIILHOTO PETYSIMPOBAHMS MO MEPE CBOETO «CO3PEBA-
HUS» M BXOXKLEHMS B XM3Hb OB6QMbHbIX, HALMOHANBHBIX
W pervoHanbHbIx ObLLECTs.

MMEHHO KOHTEKCT Peanm3aLmu TAKOro POAd MH-
HOBALMIM HA NPUMEPE KOHKPETHOM CTpaHbl — ABCTpa-
JIMM — OMpefensieT OCHOBHOM NPeaMeT AAHHOM CTATbM, ee
CYLHOCTHyIO cocTasnsiolyto. KOHKPETHbIE M aKTyanbHble
MNPOSIBAIEHMS STOM CYLLHOCTU QHANU3UPYIOTCS ABTOPAMM
CTATbM HA NPUMEPAX CUCTEM MPABOBOTO M MHOTO PEryu-
POBAHMS B ABCTpAnuitckoit Meanacepe. Tak, oaHUM 13
MPEAMETOB QHAM3A SIBASIETCS BOMPOC O TOM, Kak ABCTpa-
SIUS CNPABASETCS C 30AA4Y€M OBHOBMEHUS MEXAHU3MOB
COUMALHOTO PerynMpoBanus B meanacdepe. Jlornuecknm
CNefCTBMEM 5TOTO BOMPOCA ABASETCS APYTOM: ECTb IM B CO-
OTBETCTBYIOLLEM ONbITe ABCTPAIMM NO3ULMM, BOCTOMHbIE
peuenunn B MHBIX NPABOBbLIX M 3TUHECKMX I'IOpﬂ,D,KOX?

AKLEHTUPYS BHUMAHME HA STUX BOMPOCAX, ABTOPSI
PACCMATPMBAIOT HEKOTOPbIe HaMBOMNEE MHTEPECHBIE peLle-
HUSI, NPUHSITbIE MPABUTENLCTBOM ABCTPANMM 30 NOCNeaHee
pecatunetme. OHu TAKXKE AHANM3MPYIOT fieNCTBYIOLEE
B ABCTPanNuM 30KOHOAATENLCTBO U [iPYTME HOPMATHBHbIE
MEXAHWU3MbI U MHCTPYMEHTbI, HONPAB/IEHHbIE HA PErynnpo-
BaHue ceszeit co CMU B a10M cTpaHe, a Takxe OCHOBHbIE
TEHAEHLMM UX Pa3BUTHA. B yacTHoCTH, TakKe, Kak nHoHep-
ckue (ABcTpanus — NpU3HAHHBIA MoHep B 3Toi chepe
MPABOBOrO PEryNMPOBAHMS) M3MEHEHMS B PEryNUPOBAHMM
AESITENLHOCTU LMPPOBLIX MEAMANNATGHOPM HA NPUMEPE
Google u Facebook! u Bnonke korkpetHbie Moandmka-
LMK ABCTPAIMIMCKOTO HALMOHAIBHOTO 3AKOHOLATENLCTBA
o amppamaumu.

Kniouessie crioea: Asctpanms, Asctpanuiickuin Coros,
Eeponerickuit Cotos, undpossie nnatrdopmsl, uudposbie
CepBMChbl, MOCCOBbIE KOMMYHMKALMM, NPABO MACCOBbIX

! C 28 okrabps 2021 r. Meta Platforms, Inc. 8 Poccun npusHana
Teepckum cynom r. MockBbI SKCTPEMMCTCKOM OpraHU3aLMe.
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Abstract. In the modern era, the not at all new maxim
that information rules the world is getting a new, this

time “digital-platform” confirmation of its truth. With the
emergence of global online platforms in the 1990s, the
categories of “freedom of speech”, “freedom of mass
information” and “freedom of self-expression”, while
gradually changing the technological formats of their
embodiment and implementation, keep their democratic
essence and role in the processes of personal, public and
state development unchanged.

As humankind enters its next information cycle, roughly
covering the first decades of the 21st century, institutional and
regulatory potential of the historically “youngest” information
and communication freedom — the freedom of web-based
(online) information and communication — is gradually
taking shape, gaining institutional and regulatory potential.
Like its antecedents (freedom of speech, press, radio and
television broadcasting), it requires a certain upgrade of its

social regulatory mechanisms as it “matures” and enters into
the life of global, national and regional societies.

It is the context of the implementation of this kind
of innovation on the example of a specific country —
Australia — that determines the basic subject of this
article, its main essential component. Specific and topical
manifestations of this essence are analyzed by the authors
of this article using examples of legal and other regulatory
systems in the Australian media sphere. For example,
one of the subjects of analysis is the question of how is
Australia coping with the challenge of updating its social
regulatory mechanisms in the media sphere. And, as a
logical consequence of the former, is there any position in
Australia’s relevant experience that is worthy of reception in
other legal and ethical orders?

Focusing on these issues the authors review some
of the most interesting decisions taken by the Australian
government over the past decade. The authors also analyse
the current law and other regulatory mechanisms and
instruments in Australia aimed at regulating the mass media
public relations in this country as well as the main trends of
their development. In particular, such as pioneer (Australia
is a recognised pioneer in this sphere of legal regulation!)
changes in the regulation of digital media platforms on
the example of Google and Facebook (from October
28, 2021 — Meta Platforms, Inc. in Russia, admitted as
extremist organization by the Moscow Tverskoi Court),
and quite specific modifications of Australian national
defamation law.
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European Union, digital platforms, digital services, media,
media law, media legislation, Russian Media Law, ASMA
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Potest lectiones ad urbem et mundum?

THE COMMONWEALTH OF AUSTRALIA
AS A SUBJECT OF ANALYSIS

Australia’s media legal system was chosen as the focus of
our study for a number of reasons. The first of these was
Bloomberg’s assessment [1] that Australia has become the
world’s ‘testing ground for digital platform regulation’ be-
tween 2017 and 2021. Although the News Media and Dig-
ital Platforms Mandatory Bargaining Code 2021 amend-
ments to Australia’s Competition and Consumer Protection
Act, which incorporate the main supporting elements of
Australia’s model of legal regulation of the interaction be-
tween modern Australian digital journalism and the IT gi-
ants over the years, have yet to be fully tested in practice and,
according to Australian university professor Curtin Tama
Leaver, remain “an untested gun in the desk of the Australian
federal exchequer”, other countries have for some years now
been keeping abreast in order to learn from its pioneering
attempts to regulate certain areas of the world’s IT giants.
The second reason is a certain exotic factor of this
country, or more precisely, the fact that its legal system is
little known to the majority of Russian readers. In partic-
ular, it can be seen as belonging to a different legal system
than the domestic one (Anglo-Saxon) and a different his-
torical development of the legal and political systems [2].
Finally, an important circumstance of our choice was the
availability of legal information on the regulation of mass
media relations in this country, which was already revealed
at the very beginning of the research. It turned out that the
Australian authorities are very responsible about the avail-
ability of their national legal information, which is quite
abundant in the public domain on official sources.

THE STRUCTURE OF THE COMMONWEALTH OF
AUSTRALIA

Before examining how the media sector is regulated in Aus-

tralia, it is worth saying a few words about the state structure
of the Commonwealth of Australia, as this is what deter-

2 Possible lessons for the city and the world (latin).
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mines the specifics of the legal system. Australia is a federal
state comprising 6 states and 2 territories and the model of
Australian federalism is very developed and both states and
territories have significant law-making and law-enforcement
powers as well as their own legal interests that do not always
coincide with the interests of the federal authority. Because
of this, and also because Australia is a member of the com-
mon law family, a bilevel legal system has been developed,
combining federal and state and territory laws. Moreover,
laws and regulations may regulate the same area of social re-
lations in different territories in varying ways. At the same
time, we should note that the sphere of mass communica-
tions in Australia is regulated by law at the federal level.

DEGREE OF REPRESENTATION OF THE SUBJECT
MATTER OF THE ARTICLE IN GLOBAL ACADEMIC
DISCOURSE

There are a number of studies of Australian media law in
the legal scholarship. The most detailed analysis of the
Australian media law and related problems can be found
in the foreign legal scholarship. For example, Butler and
Rodrick [3] analysed the case law, legislation and regu-
lations governing media practices in various fields, such
as journalism, advertising, multimedia and broadcasting
in Australia. In addition to traditional forms of media,
which include television, radio, film, and newspapers,
the newest forms of media, such as the internet, online
forums, and various digital technologies, are also anal-
ysed. Rolf analysed the basic principles of media law as
well as the laws which regulate defamation, invasion of
privacy, and freedom of information [4]. Fernandez also
analysed defamation law, privacy and secrecy, invasion
of privacy, freedom of information is also examined and,
more than that, highlights some aspects of lawmaking in
this area and initiatives to reform media regulation [S].
There are also some articles narrower in subject of anal-
ysis, for instance, Dent and Kenyon analyse defamation
law in australia through a comparative content analysis
of Australian and US newspaper articles [6], and Flew
examined the Australian media law through the perspec-
tive of new issues arising from increasing concentration
of ownership and control over the internet by a limited
number of giant digital corporations [7].
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There are considerably fewer studies of Australian
media law in the Russian legal scholarship. Certain and
quite interesting aspects of Aboriginal copyright regulation
in Australia are covered in Richter, A.G. “International stan-
dards and foreign practices of journalistic regulation” [8].
There are also few articles that analyse narrower aspects
of media legislation in several states. For example, Nadiro-
va analysed the Australian antimonopoly law in the media
sphere through researching the practice and effectiveness of
prohibiting cross-ownership of the media in Australia, the
United Kingdom, and the United States [9]. She examined
deals for the purchase of print and broadcast media from the
point of view of their compliance with current legislation,
as well as their impact on the level of media concentration,
availability of information services and their diversification.
Chikishev analysed the Australian law practice of redistribu-
tion of income at the mass media market [ 10]. Thus, we see
that in the foreign legal scholarship there is a comprehensive
study of the Australian media law, while in the Russian legal
scholarship there is no such study.

CURRENT MEDIA LEGISLATION: THE AUSTRALIAN
AND RUSSIAN MODELS

Australia does not have a specific media law identical to
the Russian one [11]. However, the media legislation of
this country comprises a system of federal laws regulat-
ing a more extensive sphere of social relations than the
Russian media law. For example, telecommunications in
Australia refer to communications by telephone, radio
and the internet. Accordingly, telecommunications op-
erators are regulated by the same law that regulates the
media. The centerpiece of this system is the Australian
Communications and Media Authority Act of 2005 [12]
that regulates the establishment, functions, powers and
responsibilities of the Australian Communications and
Media Authority (hereafter ACMA). It is the ACMA
that carries out the broadcasting, content and data trans-
mission, spectrum management (radio broadcasting) and
telecommunications functions within Australia.
Broadcasters are regulated in more detail by the Law
on Broadcasting Services [13, 14]. The Australian Broad-
casting Services Act is similar to the Russian Law of 27 De-
cember 1991 No 2124-1 “On the Mass Media” (it is almost
the same age as the Russian law which took effect on Feb-
ruary 8, 1992) but the system of support for its relevance
and the pinpoint nature of its impact on the social relations
which need to be regulated by its standards is in our opin-
ion different from the similar system in Russia. The main
difference is that while both Australia and the Russian Fed-
eration have a purely legislative subsystem to support the
relevance of the above legislation, the Australian Broad-
casting Services Act, like other media legislation, has a de-

veloped practice of upgrading its regulatory framework in
the form of so-called Codes of Practice? Which explain in
detail the narrower aspects of the application of the “main”
law in relation to them and establishing “best practices”. In
relation to the Law on Broadcasting Services, there is cur-
rently a Code of Practice for Commercial Television [15].
It contains basic rules for the placement of content for tele-
vision broadcasters. The code also contains rules regarding
advertising time and placement on television advertise-
ments, gambling advertisements, program classifications,
and rules for news reporting that require accuracy, fairness,
and respect for privacy.

It is noteworthy that the Commonwealth of Austra-
lia also has standards for children’s television, enshrined
in a specific law [16]. Their purpose is, firstly, to promote
Australian programs to develop children’s sense of belong-
ing to the Australian people [16, art. 6 (a)], and, second-
ly, to protect children from the possible harmful effects
of television [16, art. 6 (b)]. The first goal is achieved by
establishing quotas for different genres of television pro-
grams (including those based on the production budget
of the programs). The standards also regulate advertising
content on children’s television, and the bans contained
there are identical to those in Russia, the only difference
of which is that in Russia these bans are enshrined in the
Federal Law on Advertising [ 17, art. 6]. For example, both
Russian [17, art. 6, p. 4] and Australian [16, art. 20, p. 2]
legislation contains a ban on advertising that gives children
the impression that possession of the advertised product
puts them in a preferential position compared to other
children, as well as a ban on advertising that encourages
children to persuade parents or others to purchase the ad-
vertised product [ 16, art. 20, p. 1; 17, art. 6 p. 2]. However,
there are differences in the legislative regulation of “chil-
dren’s” advertising: for example, the Children’s Television
Standards contain rules about the proper representation
of the advertised product. Thus, if the size of the adver-
tised product is not clear, the advertiser must indicate it
by means of comparison with something that a child can
easily recognize [16, art. 21, p. 4], and if the advertised
product requires accessories to use, the advertiser must
clearly distinguish between the price of the product and
the price of any accessories [ 16, art. 21, p. S].

Broadcasters are regulated in a similar way, by the
Broadcasting Act which contains basic rules concerning
content [18].

COMPLAINTS MECHANISM FOR MEDIA
LAW VIOLATIONS

It is noteworthy that if any media licensee (ranging from

television and radio broadcasting to the internet) violates
established standards, an appeal can be drafted that will
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be investigated for a possible violation of media law [19].
ASMA reviews all complaints claiming a violation of
broadcasting rules if the complainant has contacted the
broadcaster and is not satisfied with the response, or if
the complainant has not received a response. ASMA also
considers all complaints alleging violations of licensing
conditions, standards, and rules for providing online con-
tent. This tool for filing complaints is quite popular — in
2022 alone the Australian Communications and Media
Authority has published 16 results of investigations [20],
but the number of appeals is much higher — so, accord-
ing to statistics [21], in April — June 2022 ACMA regis-
tered 64 appeals only. The largest number of complaints
(25) was filed against commercial TV and radio broad-
casters and 16 complaints were filed against state TV and
radio broadcasters. However, as a result of investigating
the complaints, violations were found only in the activi-
ties of commercial TV and radio broadcasters.

ACTUALISATION MECHANISMS

Thus, we see that the core of Australian media legisla-
tion was created in the 1990s and 2000s, approximately
a quarter of a century ago. However, it is constantly being
updated in order to ensure the necessary social and le-
gal compliance of its norms with technological change.
This is achieved, firstly, by regular amendments to the
existing laws and, secondly, by passing codes of practice.
In addition, new laws are being passed in areas related
to the media, such as, for example, the Internet Safety
Act 2021 [22]. Despite this, according to the Australian
lawmaker, such measures do not fully cover the chang-
es rapidly occurring in the media field, making 2019 an
unprecedented year of review of Australian legislation in
this area. Governments (Australia has both Federal and
State and Territory governments) have admitted that the
“media landscape” is now highly globalised, and have re-
sponded by seeking to ensure the relevance of Australian
media laws in the digital age through reforming Austra-
lian media laws in two ways. The first area of reform was
a change in the regulation of digital platforms, which in-
cludes Google and Meta Platforms, Inc., and the second
was a change in national defamation law.

DIGITAL PLATFORMS AND COMPETITION
PROTECTION ON MEDIA MARKETS

Let’s take a closer look at the changing regulation of dig-
ital platforms. The Australian anti-monopoly regulator,
the Australian Competition and Consumer Commission
(ACCC), conducted an investigation that examined the
impact of digital platforms (particularly Google and Meta
Platforms, Inc.) on competition in the media and adver-
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tising markets in general and the impact of digital plat-
forms on journalistic content in particular. As a result of
the investigation, the ACCC published a report [23] with
23 recommendations concerning issues such as competi-
tion, the relationship between digital platforms and tradi-
tional media, digital literacy, privacy law reform, taxation
and unfair contract terms. The most important of these
were recommendations to develop and implement a new
regulatory framework to ensure effective supervision of
all organisations involved in producing or providing con-
tent in Australia, with the aim of creating a level playing
field that promotes competition in Australia’s media and
advertising markets. To achieve this goal, it was proposed
that digital platforms appointed by the Australian Com-
munications and Media Authority (ACMA) be required
to implement a code of conduct to govern their relation-
ships with news media businesses, which ACMA would
oversee. Following ACMA recommendations, Australia
drafted and passed new law in 2021 [24], requiring digi-
tal platforms such as Meta Platforms, Inc. and Google to
pay local media and publishers for links to their content
in news feeds or search results, sparking a broad public
and national response [25]. According to Australian
Communications Minister Paul Fletcher, “The code will
ensure that news media businesses are fairly rewarded for
the content they produce, which will help support jour-
nalism of public interest in Australia” [26]. The same pur-
poses are intended to be achieved by the Canadian Act
of June 22, 2023 [27]. This act is close in content to its
Australian predecessor of 2021. However, in several as-
pects the Canadian act offers a more advanced response
to the challenges which prompted the creation of these
laws. This Act has been strongly opposed by Meta and
Google [28].

INNOVATIONS IN THE SEARCH SYSTEM LIABILITY
REGULATION

Next, let us discuss the reform of national defamation
law. Although each of Australia’s states and territories has
its own defamation laws, these laws are largely similar
in terms of containing a set of typical defamation provi-
sions under which a defamation plaintiff must establish:
a) the fact of publication (which can be done through
any means of communication); b) the defamatory sig-
nificance of publication, which is defined as such signif-
icance as to make the ordinary reasonable reader think
badly of or avoid the plaintiff; c) the fact of identifica-
tion (i.e., some or all readers will consider the message
in question to be related to the plaintiff ). However, there
are defences to defamation charges, which include fair
protected report defences, justification (truth) defences,
a contextual truth defence, an honest opinion defence,



WORKS ON INTELLECTUAL PROPERTY Vour. 46 #3 2023

innocent dissemination and a triviality defence. If the de-
fendant’s actions could be qualified as acting under any
of these defences, the defendant will not be liable for def-
amation [29]. The following defamation cases, involving
the previously mentioned Meta Platforms, Inc. and Goo-
gle corporations, have gained prominence in Australia
over the past two years and resulted in significant changes
in the regulation of liability of search systems in 2022. In
Google LLC v. Defteros, ]. Defteros won a lawsuit against
Google after the company failed to remove an article that
he claimed defamed him, but Google appealed the case
to the High Court. The High Court, however, ruled that
Google was not the publisher of the link to the defama-
tory third-party content displayed as part of the search
result, because Google, by providing the search result in
a form that includes a hyperlink, does not direct, entice
or induce the user to click on the hyperlink [30]. For this
reason the fact of publication was found innocent and,
therefore, Google was immune from liability.

In Fairfax Media Publications Pty Ltd; Nationwide
News Pty Limited; Australian News Channel Pty Ltd v Vol-
ler [31] plaintiff Dylan Voller sued Fairfax Media, Austra-
lian News Channel and Nationwide News for allegedly
defamatory comments published at Meta Platforms, Inc.
in response to articles posted on the pages of the Sydney
Morning Herald, The Australian, Sky News, The Bolt
Report and The Centralian Advocate from July 2016 to
June 2017. These media organisations were found by the
High Court to be the primary publishers of third-party
comments made on their public pages at Meta Platforms,
Inc. The court ruled that a person’s liability as a publisher
depends on whether that person, by aiding and abetting
the message in question, participated in the transmission
of the defamatory information to a third party. The court
found that each media company, by creating a public
page on Meta Platforms, Inc. and posting content on i,
aided, contributed to, encouraged, and thereby promot-
ed the publication of third-party comments.

As it can be seen from the court decisions cited, def-
amation in the Australian media sphere is an issue that
has already led to a number of amendments to defama-
tion legislation came into force in Australia in 2022. For
example, a serious harm test has been introduced, mod-
elled on the UK test but with significant differences in
wording (for example, the Australian serious harm test
operates independently of the defamation test). What is
more, a single publication rule applied for limitation pe-
riod purposes, so that the one-year limitation period will
not be renewed in certain circumstances where there are
multiple publications of substantially the same issue in
substantially the same way. Also amendments to enforce
the defence of contextual truth come into force. In addi-
tion, some amendments are expected to come into effect

from in 2024, such as third-party content defamation im-
munity for fully passive digital intermediaries providing
channels, caching and storage services (especially inter-
net service providers, cloud service providers and email
providers), and defamation immunity for search systems
that are automated tools for searching the internet [32].

CONCLUSION

Thus, as a result of the analysis of Australian media legis-
lation, it is reasonable to draw the following conclusions.
First of all, there is no special law on the media in
Australia identical to the law of the Russian Federation
[9]. Its place is taken by a complex system of laws that
regulate in detail the operation of social networks and the
activities of the internet and mobile telephone service
providers in addition to the activities of the media.

Despite the fact that the regulation of the media is
combined with the regulation of other social relations, the
activities of the media themselves are regulated in sufhi-
cient detail. There are many specialised standards for each
form of media, including standards for children’s televi-
sion, as well as a mechanism for investigating complaints
about violations of these standards and other media legis-
lation, which makes Australian media law more effective.

Secondly, the analysis of the Australian media laws
revealed important and useful nuances of legal technique
that are only partially used in Russian media law. For ex-
ample, a detailed list of the basic terms used in the law
is given at the beginning of each of the laws mentioned,
which immediately eliminates questions about their in-
terpretation. A table of contents is placed at the begin-
ning of each law, making it easier to read and search for
information, and the most modern laws are preceded by
a brief statement of the law’s purpose and key issues.

Thirdly, codes of practice play an important role in en-
forcing media legislation by completing and explaining
federal laws, as well as by establishing “best practices”

Fourthly, Australia was found to be thoroughly mon-
itoring changes in media-related information technology
and reflecting these changes in legislation in a proactive
and up-to-date manner.

Finally, in the fifth place, the possible lessons of the
Australian experience of regulating media activities in re-
lation to the digital environment for Russia.

In the Russian Federation, there is no legislation
to regulate “platform activity” in relation to the media
sphere so far, although its formation is only a matter of
time, since the globalisation processes in the economy
and other spheres of life inevitably involve the globalisa-
tion of the law as well.

Global social, service, content and communication
platforms play an arena of emergence, change and termi-
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nation of a variety of cross-border private and publiclegal
relations. The establishment of sustainable and harmoni-
ous relationships between their subjects, along the lines
of the already relatively balanced relationship between
the well-known IT giants and the Australian news indus-
try, working for the common good of all subjects of the
global information society, is the most important task of
the emerging global law and global ethics.

Since the process of digital transformation of social
relations in the media sphere is global in nature, Russian
legislation and other social regulators of this sphere of
social relations should be created with due regard to rel-
evant foreign experience. In our opinion, as of today, the
basic legal positions of such experience are most vividly
represented in the following legislative and other regu-
latory acts: The Australian IT Giant Media Negotiation
Code 2021 (News Media and Digital Platforms Man-
datory Bargaining Code); Bill C-18: An Act respecting
online communications platforms that make news con-
tent available to persons in Canada 2023; the EU Dig-
ital Copyright Directive 2021; and Regulation (EC)
2022/1925 of the European Parliament and of the Coun-
cil of 14 September 2022 on Competitive and Fair Mar-
kets in the Digital Sector and amending Directives (EC)
2019/1937 and (EC) 2020/1828 (Digital Markets Act);
as well as the Council of Europe Committee of Ministers
Declaration on the Protection of Freedom of Expression
and Freedom of Association in Relation to Private Inter-
net Platforms and Internet Service Providers, adopted on
7 December 2011 at the 1129th meeting [34].

The Council of Europe Committee of Ministers
Declaration on the Protection of Freedom of Expres-
sion...2011 contains a position of principle, in one form
or another of terminology, which is common to almost
all of the aforementioned acts. According to this posi-
tion, interference with content that is created for the pub-
lic domain through Internet media or attempts to make
Internet sites inaccessible must be considered in accor-
dance with international standards designed to protect
freedom of opinion and the right to impart and receive
information, in particular the provision of Article 10 of
the European Convention on Human Rights of 1950 and
the relevant case law of the ECtHR.

Such an approach will help to form a system of nation-
allegal and ethical norms to facilitate the accelerated devel-
opment of digital innovations, media-platform law as a sep-
arate set of normative-legal regulators of media relations in
their digital environment, which, in turn, will ensure the
successful formation and application of advanced socially
significant innovations in the Russian Federation.

In this context, in our view, the legal and other regu-
latory potential contained in the Concept of technolog-
ical development until 2030 [35] has a certain positive
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perspective. In particular, the norms of this Concept
recognise digital platforms and information services for
networking of technological development entities as
fundamentally new types of technological development
entities, whose effective functioning, in turn, requires a
qualitatively new institutional environment and new re-
gimes of legal and other social regulation.

It is clear that so far this governmental regulato-
ry initiative contains only initial guidelines for further
search of directions for optimal development of national
legislation and other regulatory mechanisms to regulate
various forms of digital “platform activities” within the
framework of the clearly evident global trend of scientific
and technological development towards platformization.

The development of appropriate world-class legis-
lation and other social regulators and their adoption in
modern societies and states is not a swift process, it will
take much time, but for our country even now it is essen-
tial to choose the right direction of development in order
not to stray from the global course. We see as such a com-
pass the synchronous and harmonious comprehension
and assimilation of both technological aspects proper of
the forthcoming modernization of Russian science [36]
and economy and the solution of social, political, so-
cio-economic and socio-cultural side effects of this mod-
ernization, which are already arising (although not yet in
our country) [37].
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Abstract. Copyright and Related rights are designed

to regulate civil turnover of the information that have
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of that information receives legal and moral assessment.
When the information is depersonalized, moral and legal
judgments drift apart. The objects protected by copyright
and by related rights are depersonalized when they are
indiscriminately treated as content. Being displayed online
they are vulnerable to processing without the knowledge
of the right holders. The attitude fowards such a processing
committed by human or artificial intellect is legally the
same. Primitive appropriation is legally and morally
condemned. The attitude towards creative adaptation,
appropriation of the aggregated information or of the
results of mining is much more tolerant. We are witnessing
universal trends of dealing with personal information

that is far from fake proof. The flaws of technical control
over Internet states try to compensate by legal remedies.
Regulators’ supervision is stepped up. The liability for
administrative noncompliance becomes harsher. The scope
of information regulation extension is accompanied by
legal constructions development aimed at the involvement
of different information elements into civil turn over.
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I/IHQ)opMaum CPOAHM COAHedyHOMy u3AydeHmio. OHa
IPOHM3BIBAET BCe, CO3AABasl HOOCPepy, HO AMIIb ee
HeOOABIIYIO YaCTh AIOAM HCIIOAB3YIOT OCO3HAHHO, KaK
U B CAyYae C COAHEUHBIM H3AyIeHHEeM. ODKCIIAyaTaIlMs
uHPOPMALIMHU B 3HAYUTEABHON Mepe OTPaHHUYMBAETCS OT-
HOCHTEABHO IPUMHTUBHBIMH CIIOCOOaMu: ee AOObIdei,
HAKOIIAGHHEeM, IIPHCBOEHMEM, OTpPaHMYeHHEeM AOCTYIIa
K Hell U ee pacIpoCTpaHeHHeM HAM COKPBITHEM.

MPOTMBOMPABHbLIN MPUMUTUBIIM

ITpUMHUTHBHBIM CIIOCOOOM IIPUCBOEHHS HH(OPMAIjUH
SBASIETCS ITAAruaT. PaccMoTpyM aTO sSiBA€HME Ha KOHKpPeT-
HoM nipuMepe. B korne 2022 . opranusarops ecruBass
KOPOTKOMETPaXXHBIX pUAbMOB B ropoae KaepmonT-Dep-
pana, Opannms [1], moayunau aast yaactus B Qecrusa-
A€ PHCOBAaHHbIM MYABTUIIAMKAIIMOHHBI QUABM «Away
From Home» («Bapaau or poma» ). TOT duabM BOC-
IPOM3BEA OAUH K OAHOMY KOPOTKOMETPa’KHbIN (PHAbM
Haraapn Yepubimesoit «CHeXXUHKa>, IPOU3BEeACHHDIN
000 «CTYAMA ITYEAA> B 2012 1. 11 y>Ke TIOAYIHB-
IIKUA K TOMY MOMEHTY MHOT'O Harpaa.

EavncTBeHHAs pasHUIlA MEeXAY AByMs QHAbMAaMU CO-
CTOSIAA B TOM, 4TO B THTPAX PEXHCCEPOM U MPOAIOCEPOM
Obaa yxasaHa rpaxpaHka Mraamm Bpymeaaa Ae Koaa
(Brunella De Cola). iH$popMaroHHO GpHUABMDI COBIAAAAH,
HO IOPHAHYECKH MEXAY HUMH OBIAQ OTPOMHASI Pa3HHUIIA.

Bo-mepBbIX, 6BIAO HAPYLIEHO 3aKOHOAATEABCTBO 0O
aBTOPCKOM IIpaBe M OCYIeCTBACH BBO3 KOHTPadaKTHOMN
npopykiuu. Tak Kak GpUAbM ObIA BBe3eH Ha TEPPUTOPHIO
Opannuy, HapyuleHMS AOAKHBI KBaAMQHUIMPOBATHCSI
B cooTBeTcTBHH C KopexcoM HHTeAAeKTYaAbHOM CO6-
crBeHHOCTH QOpaHIUH.

Bo-sroprix, Bpyneasa Ae Koaa cosepmmaa axT maa-
rMaTa OpUrHHAABHOTO $uabMa «CHEXHHKa», TO eCTb
OCyIIecTBHAA  IIPOTHBO3AKOHHOE  BOCIIPOU3BEeAEHHUE
¢uAbMa MOAHOCTBIO Oe3 coraacus aBTopa u obrapaTeAs
ABTOPCKHUX IIPaB, a TakXKe IIPOM3BeAd TPAaHCHOPMAIIUIO
¢$rAbMa, 3aMEHHUB TUTPHI, XOTS TaKKe AeHCTBH 3aIIpelre-
Hb1 KopexcoM uHTeAAeKTYaAbHOM cobcTBeHHOCTH Ppan-
1y3cKoii pecrry6amku [2].

B-TpeTbux, B OTHOLIEHMH aHMMAIIMOHHOrO QHAbMA
«CHexunka» BpyHeara Ae Koaa BBIIIOAHHAQ cAepylO-
e AeNCTBUSI:
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* 3aMEHHAA OpPUTMHAAbBHOE Ha3BaHHe GHAbMA, IIepen-
MeHOBaB ero Ha «Away From Home>;

* 3aMEHHAA TUTPbl OPUTUHAABHOTO PHABMA;

o IIOMECTHAQ B TUTPHI Ce0sI B KauecTBe pesKuccepa
¢$uabMa 1 poaloCepa;

e CHSAQ yKa3aHUS Ha TO, YTO aBTOPCKHeE ITpaBa Ha
uapm mpurapaexxar OO0 «CTYAV “TTHEAA”>,
obHapoaoBasmeMy ¢uabM B 2012 1.

B-yeTBepThIX, BCe yKa3aHHbIE AGHCTBHUS OBIAU COBEp-
LIeHbI 6€3 COTAACHS aBTOPOB PHAbMA 1 IPABOOOAAAATEACTT
C HapymleHHeM aBTOpckuX npas Haraapu Yepubimesoit
KaK Co3paTeAs PHAbMA M UCKAIOUMTEABHBIX IIPaB IIPaBo-
obnrapareas — OO0 «CTYAUA “TIYEAA”». Takue
AHCTBHS HApPYWIAIOT aBTOPCKHUE ITIPaBa, MPUHAAAEKAIIHE
pexuccepy u cryaun [2]. AefcTBUS MO HCIIOAB3OBaHHE
IPOU3BEACHMS, TIOAYYEHHOTO B pe3yAbTaTe HapyIIeHUsS
IIpaB aBTOPOB U IPaBOOOAAAATEAEH, KBAAMPUIHPYIOTCS
¢$panITy3ckuM IpaBoM Kak KoHTpadakT. [To 3axoHOAaTEAD-
crBy OpaHImy KOHTPaGaKTHBIM CIUTACTCS «BCSIKOE BOC-
[IPOM3BeACHIe, Iy OAUUHbI [I0KA3 HAH PACIIPOCTPAHEHIe
ATOOBIME CPEACTBAMU [IPOM3BEACHHS B HAPyIIEHHe IIPaB
aBTOPA, KAK OHU yCTAHOBAEHBI 3aKOHOM>» [3].

Hanpasus puapm «Away From Home> pazangspiM
AHCTPHOBIOTOpPAM, HAHSTHIM AASL IIPOABIDKEHUS QUABMA
Ha (ecTHBAASX KOPOTKOMETPAXXHBIX M aHUMAIMOHHBIX
¢uarmoB, bpyneasa Ae Koaa cosepmmaa peficTBus mo
U3TOTOBAGHHIO U OPTaHU3ALMU PACIPOCTPAHEHUS KOH-
TPadaKTHOTO MPOAYKTA.

AaHHDII TIpUMep ITOKa3biBaeT, KaK IIPUMeHeHHe He-
AO3BOAEHHBIX CIIOCOOOB IIPHCBOEHMS HHPOPMALIUI BeAeT
K OCHOBHOMY IOPHANYECKU 3HAYMMOMY ACACHHIO YJIaCTBY-
IOIell B TPAKAAHCKOM 060poTe MHPOPMALIMI HA 3aKOH-
HYIO U IIPOTUBO3AKOHHYIO, HCXOAS U3 IOPUAMIECKOH KBa-
AUQPUKAITUY AHCTBUH, IPUBEAIIHX K €€ TIOSBACHHUIO.

C HeoOXOAUMOCTBIO OTCEHBAHMUSI CIIOCOOOB MpeBpa-
meHus MHGOPMALMK B HHTEAAEKTYAABHYIO COOCTBeH-
HOCTb CTAAKHBAIOTCS BCe OTPACAM ITpaBa. TeM He MeHee
MHOT¥He 06AACTH HCIIOAB30BAHUS MHGOPMALIMN OKA3bIBa-
IOTCS B « HUYEMHOM > 30He.

PACLUMPEHME 3OH MNMPABOBOTO
PEMYIIMPOBAHMA

AoAroe BpeMst arperupoBaHie HAKOTIAGHHON MHPOpMa-
LMK B IJeASIX ee IIOCAEAYIOIIero MCIIOAb3OBAHHS B arpe-
TMPOBAHHOM BUAE OCTAaBAAOCH BHE 30HBI IIPABOBOTO pe-
I'yAMPOBAHUSL. AeTHTHMALIUS IIPABOBOTO PEryAUPOBAHHUS
HAKOIIAEHHON HHpOpManu 06OCHOBBIBAAACH HEOOXO-
AHUMOCTBIO 00€eCIIeYNTb COXPAHHOCTH YYBCTBUTEABHOMN
HMHPOPMALINY AMYHOTO XapaKTepa OT ee HeCaHKIHOHU-
POBAHHOTIO MCIIOAb30BAHMS U PA3TAALICHHS.
ITepconaAbHast HHPOPMALHS IMEET CBOETO POAQ aH-
THMaTepHIo B Bupe erikoB. IIpaBoBoe peryanpoBaHue

CTAAKMBAETCSI C HEOOXOAMMOCTBIO PELIEHUSI ABYEAHHOM
3aAQYM — 3AIUTHI IEPCOHAABHON MHPOPMAIIUM U IIPO-
THBOCTOSIHHSL €€ aHTHIIOAY. 3alfUTa IyOAMYHOTO HHTe-
peca obecrieunBaeTCs TAQBHBIM OOPasoM C IIOMOIIBIO
MHOTOYHCAEHHbIX KapaTeAbHBIX CAaHKIIUH, a HCIIpaBACHHE
AaedexTHON MHGOPMAIIMH, HapyLIAIolel IIpaBa IpaXxaa-
HUHA, 3aBUCHUT OT HErO CAMOro U 3 PEeKTUBHOCTHU CIIEIH-
AABHO CO3AQHHBIX OIOPOKpATHYECKUX CTPYKTYp. To ecTh
Ha JOPUAMIECKOM YPOBHE, C TO3UIMI PaBEHCTBA BO3MOXK-
HOCTell, mpobAaeMa He cOAAQHCHPOBAHa.

CrpemuTeAbHOE PacIpOCTpaHEHHe OCHOBAHHOH Ha
AOMBICAAX M TIPEATIOAOXKEHHUSIX MHPOPMAIHH, KOTOPYIO
MOMCKOBUKY U COIJMAAbHbIE CETU Pa3HOCAT 110 MHTEpHe-
Ty, IIPUBEAO K pa3pabOoTKe IIPABOBOTO MHCTPYMEHTAPUS,
TMI03BOASIIOIET0 6OPOTHCS € UHPOPMAIIOHHBIMHU IIOAACA-
KaMu, KOTopble HasbiBaloT deitkamu. [Tpobaema cocront
B TOM, YTO (eHKU M3rOTAaBAMBAIOTCS B IPOMbIIACHHbIX
Macmrabax. OHE HEpPeAKO YKOPEHSIOTCS B ITyOAMYHBIX
HHCTHTYTAX, TOTAQ KaK 6peMst 0OpbOBI ¢ HIMU BO3AAraeT-
Csl HA MHAUBHAQ B AUYHOM KadecTBe.

YenoBek, OKa3aBIIMICS B CUTYAIMH, KOTAQ O HEM pac-
[POCTPAHSIOTCS QeFKH, CTAHOBHUTCS JKEPTBOM ObroIIert
T10 IIAOIITAASIM TeXHHUKH MaCCHPOBAHHOTO HHPOPMAIL[HOH-
HOTO BO3AEHCTBHS B Pa3HBIX HAIIPABACHHX :

a) BHYTPH «HHPOPMALIMOHHDIX Iy3bIPeii>, KOTAQ BCeM
OKDPY’>KaIOIIMM TEPCOHAABHO CKaPMAMBAIOTCS IOCTYIIa-
IOIIIe M3 OAHOTO M TOTO )K€ HCTOYHMKA TMOAOOPKH COOBI-
THH, THQOPMAIIIH, BbIYACHSAEMble AATOPUTMOM Ha OCHOBE
TIPEATIOUTEHHUIT TTOAyYaTeAsl. TeXHOAOTHS HaAyBaHUS <«HH-
$OpMAIMOHHBIX ITy3bIpeii> OCHOBBIBAETCS HA TOM, UTO
AIOAM CKAOHHBI IIOAYYaTh MHPOPMALMIO U3 OrPaHMYEHHOM
IPYTIIbI KICTOYHUKOB, KOTOPhIE CUMTAIOT 3aCAY>KUBAIOIMMU
AOBEepHUs], TO3TOMY HCXOASAI[As OT HUX MHGOPMALIHs OLleHHU-
BaeTCs MMU HEeKPUTUIECKH KaK ITPAaBAMBAs C BHICOKOM CTe-
neHpio BeposTHocTy. Hanpumep, 8 EBpore nmpeacraBaenms
0 3A0KO3HEHHOCTH BCeX, KTO XOTb KaK-TO cBs3aH ¢ Poccuet,
MOAYYAIOT CTaTyC PaKTa, yKOPEHSACh B CUAY X MHOTOKpAT-
HOTO ITOBTOPEHMs B IOAUTHYECKOM AUCKYPCE;

6) HeyMBIIIACHHbIE (PeHKH MAM TaK Ha3bIBAEMbIE AMY-
Hble MHEHMSI O YeAOBeKe, Oe3 IMPSIMOTO YMbICAA MAHHITY-
AMPOBATh OOIIeCTBEHHbIM MHEHUEM;

B) IleAeHAIpaBAeHHbIe (Peilki, HAM MHOXUTEAH, Ae-
AQFOIITHe A106on OIIeHKY, KaKOH 61 B3AOPHOM OHA HHU
0bIAQ, N3BECTHOM OIPOMHOMY YHCAY AIOAEH. OTO TEXHHKA
CO3AQHHUS TaK HA3bIBAEMOIo MHPOPMALMOHHOTO IIyMa,
KOTOPBI TacHUT 3APaBbIil CMbICA. MHQPOpMaIMOHHBIIM
ITyM MHOTOKPATHO YCHAMBAETCsl, KOTAA B KaueCTBe MHO-
SKHUTEAS HCTIOAB3YeTCs OTPHUIIATeAbHAs peIryTalfis CTpa-
HBI IPOHCXOXACHUS;

I) HanmpaBAeHHAs Ae3MHPOPMALMS, UAHM OIepaLus
BAMSAHHS, — KOMMepYeCKH UAM OAMTHYECKH MOTHBHPO-
BaHHAs CTpaTerus ynpaBAeHUsS MHPOPMAIIMOHHBIM IIPO-
CTPAHCTBOM.
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IOpuaudeckue cpeacTBa orpakaeHus rpaxaan EC
OT moaAeAbHBIX HoBoCTe#t (fake news) sBAsroTCS OAHEM
M3 PEKOMEHAYEMbIX HaI[PABACHHI! 32aKOHOAATEABHO T10-
autuku Komucenu EC [4].

BO3BPALLEHME CYBEPEHUTETA
HAL MHOOPMAUMOHHBIM MPOCTPAHCTBOM

AAsiMOOUAM3AIHH 061I[eCTBEHHOTO MHEHHUSI [IPOTHB Ype3-
mepHoro morymectsa GAFA (mop aToit a66pesuarypoit
noHuMaercst oauromnoausi Google, Amazon, Facebook,
Apple — ueTsIpex aMepHKAHCKHX OHAQMH-TIAATPOPM,
KoTOpble BMecTe ¢ Microsoft 3aHSAU rocmoACTByIOmTe
MO3HIMH B KHOEPIIPOCTPAHCTBE), & TAKKE AASL IPEOAO-
AGHUS CONPOTUBACHHS TeX, KTO IO PA3AMYHBIM HACOAO-
TUYEeCKUM OCHOBAHHUAM BBICTYIAET IIPOTHB IIPAaBOBOTO
peryAupOBaHUs B HHTepHeTe, OBIAO Pa3pabOTaHO U IIpH-
HSTO HeCKOABKO HOPMATHBHBIX akToB EBporeiickoro co-
1033, Pa3BePHYBIINX IIPABOBOE PEryAUPOBaHHE H IPaBO-
IIPUMEHHUTEABHYIO IIPAKTUKY B OTHONIEHHH KPYTTHENIITHX
U 9KOHOMHYECKH YCIIeIIHbIX OHAAHH-IIAATPOPM B CTOPO-
HY aKTUBHOT'O TOCYAAPCTBEHHOI'O BMEIIATeAbCTBA.

ToBopst 06 MHCTpyMeHTax BO3BpAllleHHs CyBepeHH-
TeTa B KHOEPIIPOCTPAHCTBE, MBI IMEEM B BUAY IIPEXAE
BCETO CAGAYIOIIVe HOPMAaTHBHbIE AOKYMEHTHI:

1) Peraament EC 2016/679 ot 27 ampeas 2016 r.
«O samure PUMYECKUX AV} B OTHOLIEHUN 06PabOTKH
IIePCOHAABHBIX AAHHBIX H CBOOOADI ABIKEHIUS TAKUX AQH-
HbIX 1 oTMeHe Aupextusbt 95/46 EC» (O6muit peraa-
MEHT 3alUThl AAHHBIX, AHTAOSI3bIYHAS a06peBHaTypa —
GDPR) [5];

2) Peraament EC 2018/1725 ot 23 okrsa6ps 2018 r.
«O szamure GU3MIECKUX AUL] B OTHOLIEHHU 00PabOTKH HX
IIePCOHAABHBIX AAHHBIX BEAOMCTBAMI, areHTCTBAMHE, yd-
PEKASHISIMU 1 IOPHAMTIECKIME AMITAMU H CBOOOAHOTO ABU-
SKEHHUS TAKHMX AQHHBIX, oTMeHa PeraamenTa N2 45/2001>»
u Pemenue xomuccuu EC Ne 1247/2002 [6].

PeraamenTs! peficTBytoT Ha Teppuropun EC u cTpan
EBpomefickoit  acconuarum CBOOOAHOI TOPIOBAU
(EACT). OHH cAyXaT paBOBO¥ OCHOBOI AASL AGHCTBHI
IPOTUB 3AOYIOTPeOACHNS MMOHMCKOBUKAMHM M COIJHAAB-
HBIMU CeTSMU CBOUMH BO3MOXXHOCTSMH 110 QHABTPALIUH
HHPOPMAIMOHHBIX ITOTOKOB B CETH, a TAKKe PeryAHpo-
BAHUIO AOCTYIA K HHPOPMALIME 0€30THOCUTEABHO K ee
IIeHHOCTH AU IIOA3HOCTH.

W36pannas mpaBoBasi $OopMa «perAaMeHT> [peBpa-
IJAeT 3TU AOKYMEHTBI B aKThI IIPSIMOTO AEHCTBHA. IJTO
O3HAYaeT, 4TO IIPY OOpalleHUuH B CyA 32 3AIUTON Hapy-
IIEeHHOTO ITPaBa MOXKHO CCBHIAAQTBCS HA 3aKpeIlAeHHbIe
B perAaMeHTaxX IPHHITHIIBI, IIPABOBbIE TIO3UIJUH U HOPMBI,
He3aBUCHMO OT UX UMIIAGMEHTAlJUM B HAIIUOHAABHOE 3a-
KOHOAQT@ABCTBO T'OCYAApCTB-4AeHOB. Kpome Toro, atu
peraaMeHThl IIOACTETHYAH HAIlMOHAABHOE HOPMOTBOP-

MHPOPMALUMA. TOCYOAPCTBO. NMPABA HEJTOBEKA

4eCTBO B CTOPOHY YCHACHHUS aAMUHUCTPATHBHOIO AAB-
A€HUS ¥ yBeAUYEHHsI ITPadHBIX CAHKIJUI B CAydae Heco-
OAIOAECHUSI [IOAOSKEHHI PETAAMEHTOB.

O¢urmasbHO MPOKAAMHUPYEMOI IIeAbIO 3aSBACHHbIX
Mep SIBASeTCs IOBbIIIeH e 3amuieHHocTy rpaxaan EC
OT HeraTUBHOM HHPOPMAIIUH, CTAHOBSIIEHCS AOCTYIIHOMN
0Aaropapst pasMelIeHUIO ee Ha OOIIEAOCTYIIHBIX HHTEP-
HeT-CaiTax, C HOMOIIbIO 3aKOHOAATEABHBIX Mep, HaIPaB-
ACHHBIX Ha BO3BpalleHHe (H3UYECKUM AMIIAM CTaTyca
cybpbexTa HHPOPMAI[OHHOTO IIPOLjecca.

B cuay cr. 18 (6piBmas cr. 12 Aorosopa o Espomneit-
CKOM COO6IecTBe) 3arpemaercs Kakas-AM60 AMCKPH-
MMHALUS Ha OCHOBe IPaXAHCTBa [7], a ct. 19 (6biBmas
cr. 13 Aorosopa o Espomeiickom coobmectse) 0co60
3ampenaeT Kakyl-AHOO AMCKPUMMHAIMIO O IIPUYHHE
PAacOBOIO MAM O9THHYECKOIO HPOUCXOXKAeHHS [8]. Dtm
OCHOBOIIOAATAOIINe TIOAOKEHHUSI MOI'YT OBITh HCIIOAB30-
BAHBI AASL OCITAPUBAHIS 0€3AeHCTBUSI CO CTOPOHDI YIIOA-
HoMo4eHHbIX opraHoB EC B cAy4ae HTHOpHPOBAHHS HAH
HENCIIOAHEHMsT OOSI3aHHOCTe!, BO3AOKEHHBIX Ha HHX
npasoM EC, ecan cBsizaTh Takoe Oe3peficTBUE C TeM 00-
CTOSITEABCTBOM, YTO TPAKAAHCTBO SIBASIETCSI IPHOOpe-
TEHHBIM, A He IIOAYYEHHBIM B CHAY POXKACHHL.

B Peraamente EC 2016/679 [S] nmoasepxusaercs,
9TO 3amKTa PUIMIECKUX AUL] B OTHOLIEHHH 00paboTKM
[ePCOHAABHBIX AQHHBIX SIBASIETCS (YHAAMEHTAABHBIM
npasom. Crarbst 8(1) Xapruu Espomneiickoro corsa 06
ocHOBHbIX nipaBax [9] u crarbs 16(1) Aorosopa o ¢pyHk-
unonuposanuu Espomeiickoro corosa (A®EC) [10]
IPeAyCMaTPUBAIOT, YTO KXKADBI HMeeT IIPaBO Ha 3alliH-
Ty CBOHX ITIepCOHAABHBIX AAHHBIX. K ocHOBOMmOAararommm
HPHHIUIIAM OTHOCHTCSI ITOAOXEHHE, COTAACHO KOTOPOMY
<NPUHYUNDGL U NPABUAL 3AUUIMDBL PUSUHECKUX AUY 8 OMHO-
weHuu 06pabomKy ux NepcoHaAbHbIX OAHHbIX D0ANCHYL, He-
3ABUCUMO OM 2PANOAHCINGA UALL MECINA HCUMEALCINBA AUL,
yeaxcamv ux ¢yndamenmarvivie npasa u cé0000bl, 8 HACM-
HOCIMU UX NPABO HA 3AUMY NepcoHarbHbiX dannblx. Hacmo-
sujuil Pezramenm npusear codeiicrmeosams $opmuposaruo
806001020, 6€30NACHO20, CHPABEOAUBOZ0 NPOCHPAHCMEA,
a makxe 00uje20 IKOHOMUMECKO20 NPOCMpancmea; cooeil-
C1meosamv c030aHut0 eOUH020 IKOHOMUHECKO20 NPOCHPAH-
CmMea, a Maxsie IKOHOMUHECKOMY U COYUAALHOMY PABUMULO,
YKPENAHUI0 U COAUNCEHUIO IKOHOMUK HA BHYMPEHHEM PbIHKE,
codeficmeosamv 6AA20COCHOIHUIO PUUHECKUX AUL> .

B cooTBeTCTBHM C IIPUBEACHHBIMH BBINIE PerasaMeH-
TaMU CIIeIJMaAbHble HH)OPMAI[FIOHHbIE IIPaBa U CPEACTBA
HX 3aIUThI ACHCTBYIOT TOABKO IIPUMEHHTEABHO K 00Opa-
0O0TKe ¥ PaCIPOCTPaHEHHI0 HHPOPMALIMHU O IIePCOHAAB-
HBIX AQHHBIX ¢usmdeckux Aun — rpaxkpan EC. B pe-
3yAbTaTe IPOUCXOAUT Ap06AeHI/Ie BCEH IepCOHAABHOMN
MHPOPMAIIMH, aKKyMyAHPOBaHHOH Ha Teppuropuu EC
u cTpal EBporefickoro sSKoHOMHYeCKOro IpOCTPAHCTBA,
Ha TPHU KaTeTOPHH:
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1) oxpansiemyio npasom EC;

2) OXpaHsIeMyIo B CHAY coraarmenus Mexay EC u tpe-
THUMH CTPAHAMY;

3) oxpaHseMyI0 B CHAY AOTOBOpa (coraacus) Ha uc-
IIOAB30BAHIEe HHPOPMAIIUH.

IToAo>keHHMs O 3aIUTe AAHHBIX IPUMEHSIOTCS K AU-
I1aM, Yb¥ IIePCOHAABHbIE AAHHbIE 0OPA6ATHIBAIOTCS B AO-
60M koHTeKcTe. OHU HellprMeHUMBI K yMepumM. OHu He
PACIIPOCTPAHAIOTCA Ha FOPHANYECKHX AMII,

3amuTa IepCOHAABHBIX AAHHBIX PACIpPOCTpPAHAETCA
Ha 00pabOTKy AUIHDBIX AQHHBIX IOAHOCTBIO HAH YACTHIHO
B aBTOMATHYeCKOM PeXHMe ITyTeM 3allOAHeHUs $popMy-
AsgpoB. OHa pacIIpOCTPaHAETCs Ha OTAEAbHBIE GalAbI HAH
oAOOpKY GafiAOB U MX THTYABHbIE CTPAHHUIIBL, CTPYKTY-
PHUPOBAHHBIE IT0 KOHKPETHBIM KPHTEPHM.

bBpemsa poxaspIBaHMA CyIIeCTBOBAHMSA IIPEBAANPYIO-
I1eT0 ITyOAMYHOTO HHTEPeCa, ACAKTUBHPYIOIIETo OXPaHy
HHTepeCOB, KOHCTUTYIJMOHHBIX IIPaB U CBOOOA CyOBeKTa
[IEPCOHAABHBIX AQHHBIX, BO3AOXKEHO HA AHIIO, ACHCTBY-
Iolfee B OOLIECTBEHHBIX HHTEPECAX U OCYIEeCTBASIOIIee
CBOM OQHI[FIAAbHbIE TIOAHOMOYHSL

Kaxxablil, 4bM AWdYHBIE AAQHHDBIE O0OpPabATHIBAIOTCS,
AOAXKEH HMeTb IIPaBO ITOAATH 5Kaa00y EBpomeiickomy vH-
criektopy 1o 3amure paunbx (Buropean Data Protection
Supervisor) 1 MOAb3OBAaTbCS MPABOM Ha 9 PEKTHBHYIO
cyaebnyro samury B Cyae crmpaBepauBoctu EC, ecan
CyOBeKT TaKUX AQHHBIX TIOAATAET, 4TO: ) IPHHAAAEKA-
1iue eMy/ efl IIpaBa B COOTBETCTBHH C PETAAMEHTOM Hapy-
menbl; 6) EBporeiickuit MHCIIEKTOp 1O 3alUTe AQHHDIX
He OTpearnpoBaA Ha XKaA00Y, YJACTHIHO UAU ITOAHOCTBIO
OTKAOHHA ee AMOO He AeFICTBOBAaA B TOM CAydae, KOTAQ
AETCTBUSI OBIAN HEOOXOAMMBI AASI 3AIUITHI [IPAB IOAATEAS
xkaro6p1. Obpamenne ¢ xar0601t TpebyeT IMpoBeAeHHs
PaccAeAOBaHMS B TOM Mepe, B KaKOH 3TO HEOOXOAMMO
B KOHKPETHBIX 0OCTOSTEABCTBAX, 4 €T0 PE3YABTATHI MOTYT
OBITB IIEPECMOTPEHBI B CYACOHOM IIOPSIAKE.

AAst ynpoueHnst moaaus skaao0s1 EBponeickuit -
CITEKTOP TIO 3aIUTE AAHHBIX AOASKEH ITPEAOCTABUTD PpOp-
MYASIp [IOAQYH XKAAOOBI, KOTOPBII MOXET OBITh 3aIIOAHEH
B 9AGKTPOHHOM BHAE, YTO He MCKAIOYaeT UCIIOAb30BAHMSA
APYTHX CPEACTB KOMMYHHMKAITHH.

Ha EBpomeiickoro MHCIEKTOpa IO 3alUTe AAHHBIX
BO3AAraeTcss OOS3aHHOCTD OCYIECTBASTh MOHHTOPHHT
[IPUMeHEHHs IIOAOKeHH PeraameHTta Ko BceM mporie-
AypaM 06paboTKy MHGOPMAIHH, BHITOAHSIEMBIM BEAOM-
crBamu 1 yupexpermamu EC.

B cr. 3 Peraamenra 2018/1725 [11] aaubr ompeae-
AeHISI, KOTOpBIe CcTaAu obmuMu Aas npasa EC u mpasa
TOCYAAPCTB-YACHOB.

B 1. 1 nepconasbHble AQHHBIE OIPEAEASIOTCS KaK
«A100as UHPOPMAYUS, OMHOCIU4ASICS K HAZBAHHOMY UAU
udenmuduyupyemomy Pusuueckomy auyy (cybvexny dan-
Hoix). Udenmuduyupyembin Gusuteckum AULom cuumaem-

csL Mom, Ko moxcem 6bimo UOEHMUPUYUPOBAH NPIMO UAU
KocBeHHO 0Aa200aps HaAuMuio udenmugurxamopos. Hmu
cayram: Pamuus, UOEHMUPUKAYUOHHbLIL HOMeD, Mectno-
HaxomOenue, OHAALIH-UdeHMuPukamop, a makxe urpop-
Mayus 06 0cobeHHOCMSIX PUU1ECK020, PUIUOAOZUMECK 020,
2eHEMUHECK020, MEHMAALHO20, IKOHOMUHECKO20, KYAbIYD-
HO20 UAU COUUAALHOZ0 XAPAKMeEPd, KOMOopbie N0360AI0M
udenmuduyuposamv Gusuteckoe AUYo>.

Ha ynpaBaeHueckne CTPyKTYpbl, IIOAYYUBIINE AMY-
Hble AQHHBIE, BO3AATAIOTCS MOAHOMOYMSI, OOpeMeHeHNsI
M OTBETCTBEHHOCTD, IPEAYCMOTpeHHble PeraameHTOM.
K HUM npHMeHSeTCsSI IPaBOBOM PEXHM <«KOHTPOAAe-
pa» (Controller) mepconaabHbIX AHHBIX. B cray moar. 8
cr. 3 Peraamenta [11] KOHTpPOAAEPOM BBICTyTIaeT AKOGOe
BEAOMCTBO, YUPeXACHHE MAH OPTaHH3ALMOHHAS EAVHH-
a EC, koTopasi caMOCTOSITEABHO HAM B COTPYAHHYECTBE
C APYTHIMH OIIPEAEASIET LIeAU U CIIOCO6bI 06paboTKu Iep-
COHAABHBIX AQHHDIX; KOTAQ TAKH€ LIEAU U CIIOCOObI OIIpeAe-
AeHBI B KOHKpeTHOM akTe COr03a, KOHTPOAAEp HAU KpUTe-
pHUHM AASL €TO HazHAYeHHs ompepeasttoTcs mpasoMm EC.

«O6paboTunk> B paMKax KOHTPAKTa C KOHTPOAAe-
POM pelIaeT, Kakue KOMIIBIOTEPHBIE IIPOTPaMMbl OYAYT
HCIIOAB30BAHbI AASL OOPAOOTKM M XPaHEHHUS [IEPCOHAAD-
HBIX AQHHBIX, IIPEAOCTABACHHBIX KOHTPOAAEPOM.

ITynxr 16 (cr. 12 GDPR) onpepeasieT, 4T0 «Hapy-
IMEeHNE B OTHOIICHUN HepCOHaAbeIX AQHHBIX > (personal
data breach) osHauaer HapymeHue, KOTOpOe IPHBEAO
K CAYYailHOMY AW HE3aKOHHOMY YHHYTOXEHHIO, [OTe-
pe, M3MeHEHHUIO, HeCAaHKIJMOHUPOBAaHHOMY Pa3TAAIIEHHIO,
AOCTYIIy K [IepCOHAABHBIM AAHHBIM, [IEPEAAHHBIM, XPaHsI-
IIIMMCSI HAU MHBIM 00pa3oM 06pabaTsiBaeMbIM.

B cr. 4 Peraamenta 2018/1725 [11] nepeuncaenst
IPUHIIUIIBI, KOTOPbIE AOAKHBI OBITh IIOAOXKEHBI B OCHOBY
06paboTKU MepCOHAABHBIX AQHHBIX. OHH AOAKHBI 00-
pabaThIBaTbCSl HA 3AKOHHBIX OCHOBAHHSIX, CIIPABEAAHBO
U [IPO3PAYHO AASL CyO'BEKTa AQHHBIX.

C60p MEepCOHAABHBIX AQHHBIX AOAKEH OCYILeCT-
BASTBCA AASA AOCTHOKECHHS KOHKPeTHbIX, YEeTKHUX U 3aKOH-
HBIX IleAeil. XapakTep 0OpabOTKH U CPOKOB XpaHEHHs
AOAKEH UM COOTBETCTBOBAThb. IToAIyHKT «d>, Kacaro-
IIUIACS] TPeOOBAHIS TOYHOCTH, IPEAYCMATPHBAET IIPHHS-
THe BCeX PasyMHBIX Mep, YTOOBI IEPCOHAABHBIE AQHHBIE,
SIBASIIOLIAECS] HETOYHBIMU C TOUKH 3PEHHS LIeAeH, AASI KO-
TOPBIX OHU 0OPABATHIBAIOTCS], CTHPAAKCH HAM UCIIPABAS-
AVICb HE3aMEAAHTEABHO.

Cratpst 10 KacaeTcst 06pabOTKH CIIEI[AABHBIX KaTe-
FOPUI [IEPCOHAABHBIX AAHHBIX. B 11. 1 copepaxurcst 06t
3arpeT Ha 06pabOTKy IIepCOHAABHBIX AAHHDIX, PACKPBIBA-
IOLIUX PACOBYIO0 AU STHUYECKYIO IPHHAAAEKHOCTD, 110~
AMTHYECKHE B3TASIADBL, PEAMTHO3HbIe MAU ¢urocodckue
ybexaeHus, 4aeHCTBO B mpo¢corosax. Obpaborka re-
HeTHYeCKUX AAHHBIX, OHOMETPHYECKIX AQHHBIX B II€ASIX
HAEHTHGUKALMK PUSHIECKHX AML, AAHHBIX O 3AOPOBbE
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HAM O CEKCYAAbHOM XU3HU HAW OPHEHTAIL[HU TAIOKe 3a-
mpemjeHa. B m. 2 B mopn. a—j mepedncAeHbl CAydaH, KOT-
Aa IIPMBEAEHHBII BbIlle 3ampeT He mpuMeHsieTcst. Koraa
TaKue AQHHBIe 0OPAOATHIBAIOTCS B PEXKUMe HCKAIOYEHHS,
B OTHOIIEHUU HHUX AOAKEH COOAIOAATBCS PEXXHM KOHPH-
AEHIJMAABHOCTHU 1 OFPAHIYEHHOTO AOCTYIIA.

Crarbst 11 ycTaHaBAUBaeT AOIIOAHHTEABHBIE TPeOo-
BaHMS K 00paboTKe IepCOHAABHBIX AQHHBIX, OTHOCSIIIHX-
51 K OOBHHHTEABHBIM [IPUTOBOPAM IO YTOAOBHBIM A€AAM
M ApyruM mnpaBoHapymeHusiM. O6paboTKka TaKuMX AaH-
HBIX, @ TaKOKe AAHHbIX, OTHOCSIIUXCS K MepaM Ge3ormmac-
HOCTH, AOAKHA OCYILIECTBASITHCSI TOABKO ITOA KOHTPOAEM
0UIIMAABHBIX BAACTEN AUOO, KOTAQ UX 06paboTKa paspe-
maercst paBoM Cor03a, [P YCAOBUM IIPEAOCTABAECHIS
COOTBETCTBYIONINX FAPAHTHI IIPaB M CBOOOA CyOBeKkTOB
IIepCOHAABHBIX AQHHBIX.

Crarbst 16 HapeAsteT cyObeKTa IIEPCOHAABHBIX AQH-
HBIX IIPaBOM Ha IIOAy4YeHHe MHPOPMALUU B TEX CAyda-
SIX, KOTAQ [IEPCOHAABHBIE AQHHBIE OBIAU IIOAYIEHBI HE OT
cybpekTa. Koraa mepcoHasbHbIe AQHHbBIE IIOAYYEHBI He
OT CyO'beKTa, Ha KOHTPOAAEPA BO3AATAIOTCS CAEAYIOIHE
00s13aHHOCTH:

1) IpeAOCTaBUTD CY6bEKTY HCXOAHBIE AQHHbIE:

a) HaMMeHOBAHMe M KOHTAKTHbIE AAHHble KOHTPOA-
Aepa;

6) KOHTAaKTHblE AAHHbIE AOAKHOCTHOTO AMIA, OTBE-
YAIOIIETO 32 OXPAHY AAHHBIX;

C) LieAH ¥ IPaBOBble OCHOBAaHHS 06PabOTKH AQHHBIX;

d) xareropuu AaHHBIX, TOAAEKATINX 06paboTKe;

€) peLiuITUeHTbl AAHHBIX;

f) Hamepenme mepeAaTh AQHHbIE PELUIIUEHTY B Tpe-
Thel CTpaHe;

2) coobmuthb cy6beKTy:

a) CPOKM XpaHEHHS AQHHDIX, @ €CAH 9TO HEAB3SI CAE-
AaTh, TO KPUTEPHH, KOTOPHIMHU YKA3aHHBIE CPOKU OYAYT
OIPEAEASTBCS;

b) o ero mpaBe Ha ofpameHHE K KOHTPOAAEPY
C IpocbbOIL 0 AOCTYIIE, BHECEHUH UCIIPABACHHI HAY YAQ-
AEHHUH ITepCOHAABHBIX AAHHBIX AUOO OTrPAaHUYEHHHU HX 06-
paboTky;

d) o ero mpase moaarb xaa06y Esponerickomy us-
CIIEKTOPY IIO 3aIUTe AAHHBIX;

€) M3 KAaKOrO MCTOYHMKA MPOUCXOAST OTH MEPCo-
HAaAbHbIE AAHHbIE U [IOCTYIIMAU AM OHU M3 OOIeAOCTYII-
HBIX HCTOYHHKOB.

Bcio 9Ty HHOPMALUIO KOHTPOAAEP AOAXKEH MPEAO-
CTaBUTb B PasyMHBLI1 CPOK, HO He [I03AHee MeCsILja TOCAe
obpareHusL

Crarbst 17 HapeAsieT cyObeKTa IMepCOHAABHBIX AAH-
HBIX IIPABOM AOCTYTIA K TOMY, KaKasi ANYHasi MHPOPMALIUS
0 HeM IIepepabaThIBAETCS UAM XPAHUTCSI, C TOAHOMOYFISI-
MH, QHAAOTHYHBIMHU T€M, 4TO IIPEAYCMOTPEHHI B CT. 16.
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Crarbst 18 mpeaOCTaBASIET CYObEKTy AQHHBIX IIPABO
TpebOBaTh OT KOHTPOAAEPA UCIIPABAEHMS 0e3 HeOoIpas-
AQHHBIX 3aAeP)KeK HeTOYHOM MHPOPMALMU AMYHOTO Xa-
paxrepa. Ha ocHoBanuu neaeit 06paboTku mepcoHaAb-
HBIX AQHHBIX OHO BKAIOYaeT B Ce0sl IIPaBO AOIOAHSITBH
HEIIOAHY!0 HHPOPMALIMIO, B TOM YHCAE ITyTeM HAIlpaBAe-
HUSL 3aSIBAEHUSI O AOIIOAHEHHH.

Crarps 19 3akpenaser mpaBo Ha yaaseHue (mpaso
Ha 3a6Benue). CoraacHo 9TOit CTaTbe CyOBEKT Mepco-
HAABHBIX AAQHHBIX AOAKEH MMeTh IIPaBO TpeboBarb OT
KOHTPOAA€PA YAAACHHUSI CBOMX IIEPCOHAABHDBIX AAHHDIX
6e3 HEeOIPaBAAHHBIX 3aAEPKEK IIPU HAAUYUH OAHOIO U3
CAEAYIOIUX OCHOBaHUM:

a) AMYHBIE AAHHBIE 60Aee He SBASIOTCS HeOOXOAUMBI-
MU AASL TEX IjeA€ll, AAS KOTOPBIX OHU OBIAM COOpaHBI;

b) cy6beKT mepcoHaAbHBIX AQHHBIX OTO3BA CBOE CO-
raacue Ha ux 06paboTKy, a ADYIHX IPABOBBIX OCHOBAHMI
AASL TaKOT 0OPabOTKHY HeT;

C) cy6beKT mepCoOHAABHBIX AQHHBIX BO3PaKaeT Mpo-
TUB UX OOPAOOTKM B CBSI3H C €ro OCOOOM CHTYyaIjHe,
a [IPeBAAUPYIOLINIT [Ty OAMYHBLI HHTEPEC OTCYTCTBYET;

d) mepconaabHble AaHHDBIE 06pabaTHIBAIOTCS He3a-
KOHHO;

e) MepCoHaAbHbIE AAHHbIE AOAYKHBI OBITH YCTpaHeHbI
BO HCIIOAHEHVE IIPAaBOBBIX IIPEANMCAHNI, KOTOPHIM KOH-
TpoAAep 00SI3aH IIOAIHHUTHCS;

f) mepconaabHble AaHHbIe 6bIAM COGpaHbL B CBS3H
C IpeAAOKEeHHEM, TOCTYIMBIINM OT IIPOBaiiAepa HHGOP-
MAL[IOHHBIX YCAYT, B OOCTOSTEABCTBAX, HPEAYCMOTPEH-
Hbix cT. 8 (1), TA€ TOBOPUTCS 06 UCTIOAB3OBAHMHI AMYHBIX
AQHHBIX pe0OeHKa.

Koraa KOHTpOAAEp CAEAQA IIEpCOHAABHBIE AAHHBIE
IyOAMYHBIME M OOSI3aH B CHAY YKA3aHHBIX BBILIE IIOAO-
JKEHHI YAQAUTDH IIEPCOHAABHbBIE AQHHBIE, OH C YYETOM
MMEIOIHXCS TEXHMYECKUX BO3MOXKHOCTEN M CTOMMOCTH
UCIIOAHEHHs O0sI3aH MPEAIPUHATD PasyMHble LIArU II0
YBEAOMAEHUIO MHBIX KOHTPOAAEPOB, HEKEAH BEAOMCTBA
u yupexaenns EC, koTopble 3aHMMAIOTCSE 06paboTKOI
[IePCOHAABHBIX AQHHBIX, O TOM, UTO CyOBeKT AQHHBIX 00-
PATHACS € IPOCBOOIT YOpaTh Bce CCHIAKU HA HUX, HX KO-
IIUH UAU PEIIAUKH.

VKasaHHBIE [TOAOXKEHHS He AOAKHBI IIPUMEHSTbCS
B TOH Mepe, B KaKoil 00pabOoTKa IIepCOHAABHBIX AQAHHBIX
HEOOXO0AUMA AASL CAEAYIOLIETO:

a) OCYIeCTBAGHHS MpaBa Ha CBOOOAY CAOBA M HH-
$opmarmy;

b) BhIOAHEHHS 06513aTEABCTB, BHITEKAIONIUX U3 TPe-
6OBaHMII 3aKOHA, KOTOPBHIM IIOAYMHSIETCS KOHTPOAAEP,
AMOO AASL pelleHMs 3aAa4, BBIIOAHSIEMBIX UM B 00Ime-
CTBEHHBIX MHTEpeCaX MAM IPH OCYIIECTBACHHU BO3AO-
JKEHHBIX Ha KOHTPOAA€PA BAACTHBIX TIOAHOMOYHIL;

C) OXpaHbI Ty 6AMYHDBIX MHTEPECOB B Cdepe 3APaBOOX-
paHeHus;
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d) AOCTIDKEHMS OOIECTBEHHO ITOAE3HBIX IieAeit
B 00AaCTH HayYHBIX, HCTOPUIECKUX HCCACAOBAHUI UAU
B 00AACTH CTATHCTHKY, KOTAQ OCYILjeCTBACHHE IIpaBa Ha
3a0BeHMe CAEAQET UX IPOBEACHHE HEBO3MOXKHBIM HAH
Cepbe3HO UM IIOMELIAET;

€) YCTAaHOBA@HWSI, OCYIeCTBACHHS MAH 3aIUTbI TIPa-
BOBBIX TPeOOBAHMIL

ITpuBeAeHHSBI Bbllle IlepeYeHb IIOKA3bIBAET 3a-
POXKAEHHE HOBOI'O IIOKOAEHMS IIPaB YeAOBEKa, KOTOpble
OyAyT Bce 6oAee BOCTpeOOBAHHBIMU 110 Mepe CTAHOBAE-
HUSI METaBCEACHHON U BO3HUKHOBEHUS [IPHUCYLIUX eil MH-
$opMaIOHHbIX IIPaB.

APOBJIEHME MHDPOPMALIMOHHOTO
MPOCTPAHCTBA HA CEKTOPA
C YBEJIMHEHMEM Y CIA PETYJIATOPOB

Ipunarue 14 pexabpst 2022 r. HOBOI AMPEKTUBHI O KU-
6epbesonacHocTu [12], HanpaBAeHHON HA MOBbIIIEHHE
3aIUINTeHHOCTH KpUTHYecKHX uHPpacTpykryp B EC,
YCHUAUBAeT PEryASTOPHbI HAA30D U IIPABOBOM MEXaHU3M
IPHHY>XAEHHS K BBIITOAHEHHIO TpebOoBaHUI Kibepbe3o-
IIACHOCTH B COOTBETCTBUH C 60Aee BBICOKUMH CTAHAAPTA-
MU IIPIMEHUTEABHO K ASITEABHOCTH IIMPOKOTO CIIEKTPa
KOMITAaHWH ¥ IIPaBUTEAbCTBEHHBIX YIP€XKACHHUI.

AupeKTrBa IIpeAyCMaTpUBaeT EAUHOOOPasHyIo Ipo-
IIeAy Py pPearnpoBaHNs Ha MHITUACHTHI B 00AACTH be3omac-
HOCTH, 3aA2€T CTAaHAAPTHI COOAIOAEHHUS HHPOPMAIMOH-
HOI1 0€30IIACHOCTH B II€II0YKAX IIOCTABOK, MHPPOBAHI
U BbIIBA€HUSI ysi3BuMocred. HoBble TpeGoBaHus OyAyT
PACIHpPOCTPaHATBCS HAa HMHQPACTPYKTYpHBIE OOBEKTHI
B 00AACTH 9HEPTETHKH, TPAHCIOPT, OAHKOBCKOTO AEAQ,
3APABOOXPAHEHMs, KOCMUYECKOH OTPAcAH, LUPpPOBOI
HHPPACTPYKTYPBI TOCYAAPCTBEHHOM aAMHMHUCTpAIHH,
IUIeBON IIPOMBINIAEHHOCTH, MEAMIIMHCKUX H3ACAHI],
aBTOMOOMAEN, ePePabOTKI Mycopa U KaHAAU3ALIHH, I10-
YTOBOM CAYXXOBI, XMMUYECKOI IMPOMBIMIACHHOCTH U IIO-
CTAaBKY KOMIIAEKTYIOIIUX, HCIIOAB3YeMbIX B 9AEKTPOHUKE.
B EBpomapAameHTe [OAAraioT, YTO HOBbIE TPeOOBAHMS
3arponyT 160 ThIC. opranusariuit Ha Tepputopun EC.

PeryaupoBaHie BOIPOCOB, CBS3AHHBIX C HHPOPMa-
Iuedl, paciapaeTcss Ha AUCKpeTHble obaacTi. Kaxaas us
HUX PeryAUPYETCsI CAMOCTOSITEABHO B COOTBETCTBHI C ee
[I0OA€3HOCTBIO, U3BECTHOM HA MOMEHT H3AAHNSI HOPMATHB-
HOTO aKTa. AaTeHTHble CBOVICTBA MHYOPMAIINK He MOTYT
SIBASITBCSL OOBEKTOM PEryAMPOBAHHS, UTO BeAeT K Heo0-
XOAUMOCTH TIEPHOANIECKOTO OOHOBACHMS PEryASTOPHOM
TKAHH U KOPPEKTHPOBKU IIOAHOMOYHIT PETYASITOPOB.

ITpu oTOM BCe B GOABIIel CTEleHU IIPOSIBASIET ceOst
KOHKYPEHIIUS MEXAY peryAsropamu. AAs CTpaH poMa-
HO-TePMAHCKOM IIPABOBOM CeMbH XapaKTepHa 00sI3aTeAb-
Hasi MHKOPIIOPALHs B KOHTPAKTHI MEXKAY XO3sIACTBYIOIIH-
MM CyOheKTaMH CTaHAJPTHBIX mpeanucanuit (standard

contractual clauses, SCCs), AefCTBYIONINX B AQHHOI
cdepe. B ycaroBusx, korpa HapsAy C HaIlMOHAABHBIM 3a-
KOHOAAQT@ABCTBOM AEHCTBYeT HHTErpAIjMOHHOE IPaBo,
ydaiaercsi 0OHOBAGHHE CTAHAAPTHBIX MOAOXKEHMI Kak
NposIBA€HNE KOHKYPEHIIMH MEeXAY HaI[OHAABHBIMH pe-
ryasTopamu 1 Komuccueit EC.

ITpeAIpHATHIM U IIyOAUYHBIM YIPEXKACHIUSM, [IOAb-
30BaBIIHMCS IIPEALIECTBYIOIIUMH CTAHAAPTHBIMH IIPEA-
IMCAHMUAME, ABTOMATHYECKU BKAIOYAEMBIMH B XO3Si-
CTBEHHbBIE AOTOBOPBI, YTOOBI BBITOAHHTH TpPeOOBAHHU
3aKOHOAATEABCTBA O 3AIIHUTE IIePCOHAABHBIX AAHHBIX,
HeOOXOAUMO OBIAO yuecTb HOBbIe OOHOBAEHHS CTAHAAPT-
HbIx moAoxennint EC a0 27 AeKa6p5[ 2022 r. ITpomyck
9TOTO CPOKA BAeUeT MTpadHble CAHKIUH. JTO 00YCAOB-
AGHO TeM, YTO HOBbIe CTAHAAPTHI COOTBETCTBHUS KaCAIOTCS
FAABHBIM O00pa3oM IIepeAaul IIePCOHAABHBIX AAHHBIX 32
npepeast EC.

OTTOPAXMBAHUE OT PUINYECKMX

N IOPUOMYECKMX NTNLL MHBIX IOPUCOMKLMM
C NMOMOLLBKO MOHATMMHOTO AMMAPATA,
CBOWMCTBEHHOTO TOJ1bKO MPABY EC

B pycae mocremenHoi ¢eaepasusanuu Espomneiickoro
Coroza Komuccna EC BpicTymmAa ¢ IpOeKTOM peraa-
MeHTa 0 co3paHnu OOlIeeBpOIENiCKOro IPOCTPAHCTBA
paHHBIX 3ppaBooxpaenust [13]. Ero meo6xopmmocts
000CHOBBIBAETCSI MOTPEOHOCTBIO IIPEAYCMOTPETh BO3-
MOXHOCTb AOCTYIIA TPAKAAH K AAHHBIM, KACAIOIIMMCS HX
3A0poBbs (MepBOHAYAAbHOE MCIIOAB3OBaHHUE), @ TAKKe
00AErvYuTh IIOBTOPHOE KCIIOAB30BAHHE TAKUX AAHHBIX
B COIMaABHBIX easix Ha repputopun EC (Bropmanoe uc-
TIOAB3OBAHHE).

IIpoexT peraaMeHTa MOXKET ATKO 3aTEPATHCS B Ad-
OHpHHTEe 3aKOHOAATEABHBIX IIPEAAOXKEHHI, PeryAupy-
IOIUX MCIIOAb30BAaHME AAHHBIX, KOTOpBIE HCXOAAT OT
Komuccrn EC. OpHako mMeHHO B cdepe 3ApaBoOOXpa-
HEHUS, TAC HACA IJ.II/IPOKOI;I AOCTYHHOCTI/I AQHHBIX ITOAb-
3yeTCs IIOAACPIKKOH HAIlyTaHHOTO KOBHAOM HACEACHHS,
HpOpPabaTHIBAIOTCSI MEXAHU3MBI YCKOPEHHOTO ITOAYYEeHHS
IPHHYAUTEABHBIX AunjeHsuil. ObmeeBporeiickoe Impo-
CTPAaHCTBO AAQHHBIX 3APAaBOOXPAHEHHS IIPeAyCMAaTPUBAET
YIIPOLIEeHHbI PEeXUM IMPUHYAUTEABHOTO AHMI}eH3HPOBa-
HUS AAHHBIX BAPaBOOXPaHeHHH B IIOAB3Y TpeTbI/IX AWIT.
Or 6usHeca 9T0 MOTpebyeT AOIOAHHTEABHBIX YCHUAHI
IO 3aIfUTe MPAB UHTEAAEKTYAABHOM COOCTBEHHOCTH Ha
AQHHbIE MEAMIIMHCKOTO XapakTepa M MX COPTHPOBKE IO
HA3HAYEHMIO U CTeIeHH AOCTYIHOCTH. JTO KaCaeTcs
B IIEPBYIO OUepPeAb ITPaBa AOCTYIIA K HHPOPMALIUH O CO-
CTOsSSHHUHN 3AOPOBBH, XPaH}IH.IefIC}I B BAGKTPOHHOM BHAE,
U CTeIleHH KOHTPOAS Hap IHOBTOPHBIM HCIOAb30BaHHEM
COOPAHHBIX AQHHbIX B AOTIOAHEHHE K Cy0'beKTHBHBIM ITpa-
BaM B OTHOLICHUH IIepCOHAABHOM MHYOPMAIIHH, IIPeAyC-
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MorpeHHbIM AupekTusoit EC o 3amure mepcoHaAbHBIX
aamnbix (GDPR) [S].

PeraameHT TpebyeT, 4TOObI OpraHM3aIjMH, 3aHHMA-
IOIIMeCs] XpaHeHHeM U 00paboTKOM AAHHBIX O 3AOPOBbeE,
006ecIIeurAr OIePaIfIOHHYI0 COBMECTHMOCTD UCIIOAb3Ye-
MBIX CHCTEM, & TAK)Ke BBIIIOAHEHME TpeboBaHu Oe3omac-
HOCTH, TIPEABSBASIEMBIX K 9AEKTPOHHBIM AOKYMEHTAM.
EBponeﬁcxoﬂ KOMMCCHHA 6YAYT BBIAGAEHBI CPEACTBA Ha
co3panue uHTepHeT-maardopmel MyHealth@EU, obe-
CIeYMBaloOIIefl TPAHCTPAHUYHBIA 0OMEH AQHHBIMH O 3A0-
posbe Ha Teppuropun EC. XossiicTByiomue cyObeKTsl,
BKAIOYAsI M3TOTOBUTEAEH, UMIIOPTEPOB H AMCTPUOBIO-
TOPOB CHCTEM OJACKTPOHHOTO XPaHEHHs HHQOPMAI[UH
0 3AOPOBBE, AOAKHBI OYAYT HAHECTH COOTBETCTBYIOLIYIO
MapkupoBky EC B moaTBepkaeHHE COOAIOACHHS TeXHH-
4eCKUX TpeOOBaHMUI peraaMeHTa.

OobmeeBporefickoe IPOCTPAHCTBO AAHHBIX O 3A0-
posbe EHDS cozpaeT TexHmueckyio U IpaBoOBYIO OCHOBY
AASL AOCTYIIa AKAAEMUYECKUX YIPEKACHNUI, OM3Heca, II0-
AUTHKOB U PETyASITOPOB K 00e3ANYEHHBIM AQHHBIM O 3A0-
pOBbe HENMOCPEACTBEHHO OT OPraHH3aIlUH, XpaHAIUX
AQHHBIE O 3A0POBbE, HAH Yepe3 IIOCPEACTBO YIPEKACHHS,
006ecIeurBaoIero AOCTYII K AAHHBIM O 3A0POBbe, KOTO-
POe AOAXKHO OBITh CO3AAHO BO BCEX TOCYAAPCTBAX-YACHAX.
AASL TTIOBTOPHOTO HCIIOAB30BAHHS AAHHBIX O 3A0POBbE
HOTPeOyIOTCs IOAYYeH e paspelleHns U OIAaTa cOopa
B 3aBUCHMOCTH OT BUAA HCIIOAB30BAHIIA.

OAHHBIE KAK AKTKMB, KOTOPBIM HMKTO
HE OEJTMTCA BECIITATHO

CrenfMaAuCTBl IMPaKTUYECKH EAUHOAYIIHBI B TOM, YTO
BaYKHBIMH ApPaliBepaMU MHOTHX CAGAOK CAMSHMS U TIOTAO-
IeHHUs ABASIOTCS KOMMepYecKas IIeHHOCTb HHPOpMaIuu
U IepCIeKTUBbl PeCTPYKTYPHPOBAHUS ee HCIIOAb30Ba-
HILSL 1 AULIeH3MPOBaHISL. AaHHBIE KaK aKTHB OOBIMHO pac-
CMaTPUBAIOTCA C HECKOABKUX TIO3UIIMIL:

e B YACTHOM CEKTOpE YUUTHIBAETCS IOAC3HOCTD MAU
CTereHb KOMMepYeCKO# [IeHHOCTU AQHHBIX (HarpH-
Mep, KOTAQ pedb HAET O KAUEHTCKOM HAU IIOAB30-
BATeAbCKOII 6a3e, OIjeHIBAeMOF HCXOASI U3 YHCAQ
obpameHuit AU TOAb3OBaTEARTH);

* B IIyOAMYHOM CEKTOpE PErYAUPYETCS AOCTYIIHOCTD
AQHHBIX, YTO ITO3BOASIET IIOBBICUTD 3 PeKTUBHOCTD
YIpaBAHYECKUX PelIeHUH Iy OAMYHBIX BAACTEH
1 OH3HeCa, Yero HeAb3si AOOHTHCS B PAMKAX Y3KO-
oTpacaeBoro Apobaernst uupopmaruer. OObMHO
npusopst npumep Hoto-Mopxka, tae pacmmpenue
AOCTYIIHOCTH AQHHBIX, COOMpPaeMBIX 0PHCOM MIpa
ropopa (NY Open Data), 103BoAHAO CyIjecTBEeHHO
COKPATHTb BpeMs 0’KUAAHKSA MEAUIIMHCKOM MOMOIIY;

o 00AapaHHE AAHHBIMU CO3AA€T PUCKHU IIPUBACUCHIS
K OTBETCTBEHHOCTH II0 Pa3HbIM OCHOBAHMAM. YTeuKka
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AQHHBIX MOYKET HaHECTHU MMyIIleCTBEHHBII yIep6

B BUAE IIOTEPHU LIEHHOTO AKTa, BBI3BATh IIPUMeHeHe
IITpadHBIX CAHKIUIL CO CTOPOHBI PEI'YASITOPA, IPU-
BECTH K HAPYLIEHUIO KOHTPAKTHBIX 00513aTEAbCTB,
BbI3BATh HEAOBEPHE UMEIOLIUXCS U [IOTEHIJMAABHBIX
KAMEHTOB, HAHECTHU PeIlyTaOHHBLI yiep6;

* B 3aBHCHMOCTH OT UCIIOAB3yEMBIX PEXXUMOB ObecIre-
YeHIs 0€30IIaCHOCTH AQHHBIX HH(OPMALIUS MOXKET
OXPaHATHCS KaK KOHQHAEHIMAABHASI, CAY>KeOHas
U AKe TOCYAAPCTBEHHASI TallHa, CEKPeT IPOU3BOA-
CTBa, KOMMePYeCKast TafHa, 9TO IPEAOTIPEACASIET
BO3MOXXHOCTH M [IPEAEABI €€ NCIIOAb30BAHNS B IPAXK-
AaHCKOM obopore. COOp 1 OpraHM3aLKsI AQHHBIX
KOMMEP4eCKOTO XapaKTepa IPUBEAYT K IIOSIBACHUIO
0a3 AQHHBIX, KOMMePYEeCKOH TalHbl, TA€ HCIIOAB30Ba-
Hule XPaHMMOI1 HHPOPMALINY BAPbUPYETCS B 3aBUCH-
MOCTH OT 0COOEHHOCTEN HALMOHAABHOTIO 3aKOHO-
AATEABCTBA, A TAK)KE KOHTPAKTHBIX OTPAHUYHUTEAEH
AOCTYyTIa M YCAOBUH UCTIOAb30BAHUS;

* IIOBBINIEHHbIE CAOXKHOCTH BBI3bIBAeT OOpaljeHIe

C HOCHTEASIMH [IepCOHAABHOM MHPOPMAIINHY, CTaH-

AAPTHI TPeOOBAHMUIL K YCAOBHSIM XPaHEHUS U IIepeAa-

YU UX AASL OOPABOTKY TPETHUM AULIAM MEHSIOTCS TaK

9aCTO, YTO AAMUHHCTPATHBHASL OTIETHOCTD [0 HUM

AOXHTCsI OpeMeHeM Ha GU3HeC, KOTOPBII BKAIOYAeT

€ro B IleHy TOBAPOB U YCAYT;

6opbba 3a KOHTPOAD Hap HEKOTOPBIMH BUAAMU

IYBCTBUTEABHBIX AAHHBIX MOXKET CIIPOBOLIPOBATDH

PaccAeAOBaHNS AHTIMOHOIIOABHBIX OPIaHOB, IIPH-

3BAHHbIX IIPECEKATh 3A0YIIOTPebAeH e AOMUHUPYIO-

IIIUM IIOAO’KEHHEM Ha PBIHKE.

B cpeAKax CAMSHMS M IOTAOLIEHHSI COOAIOACHIIE
Tpe6OBaHMIT OTHOCHTEABHO 0E30I1ACHOIO XPaHEeHHsI, HC-
MOAB30BAHHSA U ITePEAAUN IIEPCOHAABHBIX AAHHBIX Tpe-
TBUM AMI]aM, pe3upeHTaM U HepesupeHTamM EC u EADC
COOTBETCTBEHHO MOXKET OOEPHYTbCS T'OAOBHOM OOABIO.
BricTpo pa3BUBaeTcs TaKOe HALIPABACHIE AeSTEABHOCTH,
KaK ayTCOPCHHI IIPOBEPKU COOAIOAEHMS TpebOBaHHI
U OTPAaHHYEHHH, MPEADBSIBASEMbIX K paboTe ¢ IyBCTBHU-
TEAPHBIMH AQHHDBIMH, B PaMKaX IPOIIEAYPBI AOAKHOM
npeaycmorputeastoctu (due diligence). B sroit cBa-
3H BOBHHKAIOT BOIIPOCBHI AOCTATOYHOCTH KOHTPAKTHBIX
CPEACTB IPEAOCTOPOXKHOCTH, TAKHX KaK:

o TpefOOBaHUe BO3MeL[eHsI TPadOB, HAAOKEHHBIX
PEryAsITOpPOM 32 HECOOAIOAEHHE PErAAMEHTHbIX HAU
KOHTPAaKTHBIX YCAOBUI 00pabOTKH HHPOPMAIIHHL;

o AYAUT MHTEAAEKTYAABHBIX ITPAB B CBSI3H CO COOpOM
U HCIIOAb30BaHUEM HHOPMAIIILY;

o TpeOOBaHMUe [IPEAOCTABACHIS AUIIEH3UH Ha IIPO-
U3BOAHBIE [IPOU3BEAEHLIIS, TATEHTOCIIOCOOHbIE
YCOBepIIeHCTBOBAHHS, AU3AFHEPCKYe PellleHuUs], TO
€CTb ITepeKPeCTHOTO ANI|eH3MPOBAHIS OXPAHSIEMbIX
Pe3YABTATOB UHTEAAEKTYAABHOM AESITEAbHOCTH;
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 BKAIOYEHHE YCAOBHH, CBSI3aHHBIX C HCIIOAb3YEMbIMH

AATOPHUTMAMY, U IIpaBa COOCTBEHHOCTH Ha Pe3yAb-

TATbI, TOAYYEHHbIe HAATOAAPS] TPHMEHEHHUIO HCKYC-

CTBEHHOTO MHTEAACKTA;

o COOAIOAEHIE TPeOOBAHMIL ITUKH U CAHKI[IIOHHBIX

OTrpaHUYEHHUN.

HesicHpIM OcTaeTcs BOIIPOC, B KAaKOH Mepe CTpaxoBa-
HHe PHCKOB, CBSI3aHHBIX C MPO(eCCHOHAABHON AeSTEAD-
HOCTbIO, PACIIPOCTPAHSETCSI HA COOCTBEHHYIO M COIYT-
CTBYIOIIYIO ACSITEABHOCTD IT0 IPOU3BOACTBY U 00paboTke
PACIIHPSIONIerocs IOTOKa HHPOpManuH. XO03SAHCTBYIO-
mpe CyObeKTHl 6eCIIOMOILIHO bapaxTaloTcs B HHPOpMA-
ITMOHHOM IOTOKe, HaASICh, UTO FOPHCTHI ¥ CTPAXOBITHKU
ITO3BOASIT UM CITPABUTHCS C 9TOH HAIACTHIO C MUHHMAAD-
HBIMHU U3Aep>KKaMu. B pesyabrare dpparmenranus undpop-
MAIJIOHHOTO ITPOCTPAHCTBA HA ABTOHOMHBIE OAOKH ITOAY-
JaeT IPaBOBOE PU3HAHME H IOPHAUYECKOE 3aKperAeHHe.
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